Decenber 31, 1979
NUMBER 7930.2

- dc)
Department of Defense Instruction”
SUBJECT : ADP Software Exchange and Rel ease
X Ref erences: (a) Assistant Secretary of Defense (Conptroller) Meno-

3 randum "Governmentwide Policy on Rel ease of Soft-
o ware, " September 5, 1973 (hereby cancel ed)
o (b) DoD Directive 5100.40, “Responsibility for the
Adm ni stration of the DoD Automatic Data Processing
Program " August 19, 1975
(c) DoD Regulation 5200. |-R “Information Security
Program Regulation, " Decenber 1978, authorized
by DoD Directive 5200.1, Novenber 29, 1978
(d) through (k), see enclosure 1

A PURPGSE

This Instruction incorporates the provisions of reference (a) and
establishes uniform policies for the exchange and rel ease of autonmatic
data processing (ADP) software under the provisions of reference (b).

It addresses rel ease to other Governnent agencies and to donmestic and
foreign requesters.

B. APPLICABILITY AND SCOPE

1. The provisions of this Instruction apply to the Ofice of the
Secretary of Defense, the Mlitary Departnments, the Oganization of the
| Joint Chiefs of Staff, and the Defense Agencies (hereafter referred to
Wi as “DoD Conponents”).

2. The followng software is excluded fromthe provisions of this
Instruction and cannot be released to the Federal Software Exchange
Center (FSEC):

a. Software classified under reference (c).

b. Software that provides direct security protection to ADP

equi prent and data communications and to systens that process classified
i nformati on.

c. Software related to or associated with weapons, intelligence,
conmand and control, comunications, or tactical data systens, where
rel ease of the software would cause the weapon to be ineffective or
woul d otherw se adversely affect national security.

d. Software and associated docunentation provided to CGovernment
agenci es where the commercial contractor still has proprietary rights.



C. BACKGROUND

1.  The Software Exchange Program was created by the Ceneral Services
Administration (GSA) in FPMR 101-36.16 (reference (d)) to reduce the
overal |l tine and personnel costs of conputer software devel opnent and
acqui sition throughout the Federal Government. The program provides
for:

a. Collection of common-use software infornmation.

b. Devel opnent, maintenance, and publication of a recurring
listing of comon-use software.

¢c. Distribution of comon-use software to authorized recipients

to minimze the redevel opment of prograns already tested and in use
el sewhere.

2. To coordinate effectively the functions involved in the collection,
processing, and dissem nation of software, the FSEC has been established
by GSA and is collocated at the National Technical Information Service
(NTI'S) of the Department of Conmmerce. The FSEC collects and catal ogs
summaries of Federal agency software. Agencies needing new software my
search the catalog for an appropriate program which the FSEC wil |

acquire and furnish to the requesting agency, conplete wth docunenta-
tion and user guides.

a. The FSEC rel eases software and associated docunentation only
to Federal agencies, State and |ocal governnents, cost-reinbursenent
contractors when the contracting officer so authorizes, and federally
funded activities after the proper review to determ ne whether or not
such activities are qualified to-participate in the Software Exchange
Program  The NTIS is chartered to provide software to the genera
public (domestic), foreign governments, organizations or individuals.’
In the case of DoD software, when the Conponent authorizes public
di stribution, FSEC provides the software to the NTIS, which in turn
sells the software and associ ated documentation. However, by agreenent
with DoD, NTIS will not sell to foreign governments, organizations, or
individuals, or US. business firms for use in foreign contracts. In
each case, release will be made directly by the DoD Conponent concerned
as provided in paragraph D.5.c.

b. In all cases fees are charged by the FSEC to cover opera-
tional costs. In addition, reproduction and distribution costs are
recovered by NTIS when it sells software to the general public.
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3. Wen software is sold by the NTIS, it ensures that (a) the soft-
ware shall not be published for profit or in any manner offered for sale
to the Government; (b) the software shall not be sold or given to any
other activity or firmwthout the prior witten approval of the DoD
Conponent concerned; (c) the Government owns the results if the software
is nodified or enhanced, using Government funds; and (d) the software
package, if used in contracts with the Governnent, does not result
in a charge to the Governnment.

4. For software listed in the quarterly FSEC catal og and requested
by an agency, the FSEC will contact the contributing DoD Conponent to
obtain the software and docunentati on.

D.  POLICY AND PROCEDURES

1. DoD Conponents shall participate in the GSA Software Exchange
Program by contributing conmon-use software to FSEC and by using exist-

i ng software obtained through that program when such use IS ¢ost
effective.

2. As a general policy, subject to provisions of subsections D. 3.
and 5.,DoD software shall be provided only to the FSEC if the software:

a. Deals with problems common and useful to other agencies, and
IS witten in such a way that mnor variations in requirements nay be
accommodated wi thout significant programng effort. Such software
includes, but is not limted to nmanagenent and busi ness applications,
conputer systems support and utility prograns, simulators, scientific or
engi neering applications, programng aids that are application-independent,
bi bl iographic or textual prograns, and conputer-assisted training.

b. Has been tested, is proven to be operational, and is maintained
by or for a DoD Conponent.

c. |Is properly documented to permt an understanding of the
programis logic. Software applications shall be supported by appro-
priate documentation cited in DoD 7935.1-S (reference (e)) or its
predecessor.

d. Is conposed of stand-al one conputer subroutines, prograns,
or subsystens that are not dependent on special or unique hardware
options or software features, unless such options or features can be
readily translated or simulated for hardware other than the original, and
may be simlarly useful on different hardware.

3. The followng software shall be reviewed on a case-by-case basis
and may be provided to FSEC when in the best interest of the Governnent:



i

a. Sensitive applications that require a degree of protection
and automat ed decisionmaking applications, such as those that issue
[Haterial or disburse funds. Arrangenments shall be nade for appropriate
risk analysis, evaluation, and decision as to whether there is sufficient
risk involved to preclude release of the software.

b. Software denoted For Oficial Use Only in accordance wth
DoD Instruction 5025.9 and DoD Directive 5400.7 (references (f) and
(g)).

c. Software designed to protect personal privacy devel oped as a
consequence Of DoD Directive 5400.11 (reference (h)).

4. Subject to other conditions of this section, software that the
Governnent has acquired under contract in accordance with DAR (reference
(i)), with unlimted rights to use, shall be nade available for release
to the general public.

5. Requests made directly to the DoD Conponent for software shall
be handl ed as foll ows:

a. Requests for software that are eligible to be provided to
the FSEC and that have not been submitted previously shall be answered
by a sinultaneous submnission of the software to the FSEC and a notifica-
tion to the requester that the software will be available at the FSEC.

b. Requests for Covernnent software under the provisions of DoD
Directive 5400.7 (reference (g)) shall be subject to the follow ng
rul es:

(1) Requests for software excluded under subsection B.2.
shal | be disapproved, citing applicable Freedom of Information Act
exenptions.

(2) Requests for available software that are rel easable
under the Act shall be referred to the NTIS.

c. Requests for DoD software received from foreign governnents,
organi zations, or individuals, or fromUS. business firms for use in
foreign contracts shall be referred to the Assistant Secretary of Defense
(International Security Affairs) (ASD(ISA)) for necessary clearance.

The hol ding DoD Conponent, when provided cl earance by the ASD(ISA), shall
rel ease the software directly to the requester. Software devel opment costs,
as well as other costs, shall be assessed by the contributing DoD Conponent
in the sale of software packages to foreign governments, or to business
firms having contracts with foreign governnents in accordance with DoD
Directive 2140.2 (reference (j)). Al sales shall comply with the pro-
visions of the Arns Export Control Act (1976) (reference (Kk)).
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6. Doll Components shall not assune responsibility or liability for
the operation of software except where its use is specified in a U S
Governnent contract. DoD Conponents shall not assune warranty responsi -
bility for its use outside the Departnent of Defense.

7. Software nade available to other Governnent agencies, the general
public for donestic use, foreign governments, organization, individuals,
or business firms for use in foreign contracts shall be provided as docu-
mented and no change in or maintenance of docunentation shall be under-
taken by the contributing DoD Conponent.

8. Software interchange solely anong DoD activities, DoD Conponents,
or participants in a DoD-w de system (such as the Wrldwde Mlitary
Command and Control Systen) may be handl ed outside the FSEC if nore cost
effective.

E. RESPONSIBILITIES

1. The Assistant Secretary of Defense (Comptroller), under the
authority of DoD Directive 5100.40 (reference (b)), shall pronote and
publish standards and criteria for the interchange of software and
associ ated docunentation, consistent with the FPMR (reference (d)).

2. The Assistant Secretary of Defense (International Security

Affairs) shall:

a. Process software release requests of foreign governnents,
organi zations, individuals, or US. business firms that desire to use
the software in foreign contracts.

b. Mintain liaison with the Departnents of State and Commerce
to determne the propriety of release of DoD Conponent software for
overseas use.

3. The Heads of DoD Conponents shall:

a. Ensure the continual review of software to identify conputer
prograns that could be of use to other DoD Conponents, Federal. agencies
and the general public.

b. Arrange for determ nation of that software whose release would
affect adversely national security or is otherwise sensitive and, there-
fore, should not be released to the FSEC.

c. Submt summaries to the FSEC for eligible software in a
tinmely manner. DoD Conponents shall pay particular attention to
enclosure 2, item 24, since this entry will constitute the approval for
public release (see enclosure 2).

d. Ensure that the software inventory maintained by the FSEC is
screened before contracting for or devel opi ng new software.



e. Ensure that Freedom of Information Act requests for software
are handled in accordance with DoD Directive 5400.7 (reference (Q)).

F. EFFECTIVE DATE AND IMPLEMENTATION

This Instruction is effective inmmediately. Forward three copies of
i npl enenting docunments to the Assistant Secretary of Defense (Conptroller)

within 120 days.

Fred P. Wacker
Assi stant Secretary of Defense
(Comptroller)

Encl osures - 2
1. References
2. SF 185, “Federal Information Processing
Standard Software Sunmary”
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REFERENCES, conti nued

Federal Property Managenent Regul ation (FPMR) 101-36. 16 “Feder al
Sof t ware Exchange Progrant

DoD Standard 7935.1-S, “DoD Automated Data Systens Docunentation
Standards,” Septenber 13, 1977, authorized by DoD Instruction
7935.1, Septenber 13, 1977

DoD Instruction 5025.9, “Control and Protection of ‘For Oficial
Use Only’ Information,” February 1, 1968

DoD Directive 5400.7, “Availability to the Public of Departnent
of Defense Information,” February 14, 1975

DoD Directive 5400.11, “Personal Privacy and Rights of Individuals
Regarding their Personal Records,” August 4, 1975

Def ense Acquisition Regulation, Section 9, Part 6, “Rights in
Comput er Software Acquired Under Contract”

DoD Directive 2140.2, *“Recoupment of Nonrecurring Costs on Sales
of USG Products and Technol ogy,” January 5, 1977

Arms Export Control Act (1976) Public Law 90-629, as Amrended,
Title 22, U S. Code, Section 2751
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FEDERAL INFORMATION PROCESSING STANDARD SOFTWARE SUMMARY

1. Summary date| 02. Summary prepared by (Name and Phone) 0 3 . Summary action
v Mo. ley New Replacement Defetion
IR 05. Software title N 0 O
4. software date Pravious Internal Software 1D
'r. | Mo. | Day
; ] l —I 07. \ntemmal Software D
) 5. Short title _
3. Software type 0%. Processing mode 10, Application area .
General Specific
Automated Data Computer Systems Management/
:| System D interactive Support/Utility Business
"] Computer Program 0 Batch Scientific/Engineering iRrocess Comtrml
:] Subrauting/Maodule D Combination D Bibliographic/Textuail D Other
1. Submitting organization and address 12. Technical contact(s) and phone
3. Narrative
4. Keywords
5. Computer manuf'r and model 16. Computer operating system 17. programing language(s) 18. Number of squrce program state-
ments
9. Compater memory requirements | 20. Tape drives 21. Disk/Drum unite 22. Terminals

3. Other operational requirements

‘4. Software awvailability 25. Documentation availability
Available Limited In-house only Available Inadequate In-house only
c | D o1 D D o1

‘6. FOR SUBMITTING ORGANIZATION USE

5-101 Standard Forrln 185

1974 Ju
US. Dept. of Commerce-—NBS
FiPS. Pub. 30)



01.
02.
03.

04,
05.

07.

03.
10.

11.

12.

13.

14,
15.
16.
17.

l a
19!

20.
21,

22.

INSTRUCTIONS

Summary Date. Enter date summary prepared. Use Year, Month, Dsy format: YYMMDD.

Summary Prepared By. Enter name and phone number (including area code) of individual who prepared this summary.

Summary Action. Mark the appropriate box for new summary, replacement summary or deletion of summary. If this software summary is a replace-
ment. enter under “previous Internal Software ID” the internal software identification as reported in item 07 of the original summary. and enter the
new internal software identification in item 07 of this form; complete all other items as for a new summary. If a software summary is trs ba deleted,
enter under *Previous Internal software 10" the internal software identification as reported in item 07 Of the original summary complete only items
01,02,03 e nd 11 eon this form.

Software Date. Enter date software was completed or last updated. Use year. Month, Day format: YYMMDD.

Software Title. Make title as descriptive as possible.

Shoet Titte. (Optional) Enter commonly usad abbreviation or acronym which identities the software.

Internal Software ID. Enter a unique identification number or coda.

Software Type. Mark the appropriate box for an Automated Dsta System (set of computer programs). Computer Program, or Subroutine/Mnodule,
whichever best describes the software.

processing Mods. Mark the appropriate box for an Interactive, Batch, or Combination mode, whichever bast describes the software.

Application Area.
General: Mark the appropriate box which bast describes the general area of application from among:

Computer Systems Support/Utility Process Control
Management /Business Bibliographic/Textual
Scientific/Engineering other

Specific: Specify the sub-area of application; e.g.: *“COBOL optimizer” if tha general area is “’Computer Systems Suppart/Utility™; “Payroll” if the
general area is “Management/Business”; etc. Elaborate hare if the general arss is “other.”

Submitting organization and Addrass. Identify the organization responsible for the software as completely as possible, to the Branch or Division level,
but including Agency, Department (Bureau/Administration), Service, corporation, Commission, or Council. Fill in complete mailing address, including
mail code, street address, city, state, and ZI P code.

Technical Contact(s) e nd Phone: Enter parson(s) or office(s) to beé contacted for technical information on subject matter and/or operational aspects
of software. Include telephone area code. Provide organization name and mailing address. if different from that in item 11.

Narrative. Describe concisely the problem addressed and methods of solution. Include significant factors such as special operating system modifi-
cations, security concerns, relationships to other software, input and output media, virtual memory requirements, and unique hardware features.
Cite references, if appropriate.

Keywords. List significant words or phrases whichreflect the functions, applications and features of the software. Separate entries with semicolons.
Computer Manufacturer and Model. Identify mainframe computer(s) on which software is operational.

Computer Operating System. Enter name, number, and release under which software is operating. Identify enhancements in the Narrative (item 13).

maf?ls Language(s). Identify the language(s) in which the software is written, including version; e.g., ANSI COBOL, FORTRAN V, SIMSCRIPT 11.5,

Number of Source Program Statements. Include statements in this software, separate macros, called subroutines, etc.

Computer Memory Requirements. Enter minimum internal memory necessary to execute software, exctusive of memory required for tha operating
system. Specify words, bytes, characters, ate., and number of bits, par unit. ldentify virtual memory requirements in the Narrative (item 13).

Tape Drives. Identify number needed to operate software. Specify, if critical, manufacturer, modal, tracks, recording density. ate.

Disk/Drum Units. ldentify number and size (in ssme units as “Memory”"—item 19) needed to oparate software.Specify, if critical, manufacturer,
model, etc.

Terminals. Identify number of terminals required. Specify, if critical, type, speed, character set, screen/line size. etc.

23 Other Operational Requirements. Identify peripheral devices, suppart software, or related equipment not indicated above, e.g., optical character devices,

24.

25.

26.

facsimile, computer-output microfitm, graphic plotters.

Software Availability. Mark the appropriate box which best describes the software availability from among Available to the Public, Limited Availability
(e.g.: for government use only), and For.in-housa Lfss Only. If the software is “Available”, include a mail or phone contact point, as welil as the price
and form in which the software is available, if possible.

Documentation Availability. Mark the appropriate box which best describes the documentation availability from among: Available to the Public, in-
adequate for Distribution, and For In-house Lfsa Only. If documentation is “*Available™, include a mail or phone contact point, as well as the price and
form in which the documentation is available, if possible. If documental ion is presently “Inadequate”, show the expscted availability date.

For Submitting Organization Uss. This area is provided for the use of the organization submitting this summary. 1t may contain any information
damned useful for internal operation.

GO, 1873 O - 553-655



